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Federal Solutions

Large-scale road, bridge, rail, water, and urban
development projects across 30+ countries

Cybersecurity for defense, geospatial intelligence;
advanced tech for mission-critical systems
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Al-Enhanced Malicious Attacks is the prompts into free, public LLMs of organizations reported experiencing
most cited emerging risk by senior risk (e.g., ChatGPT, Gemini, Perplexity) negative consequences from GenAl (e.g.,

and assurance executives for three contained sensitive information inaccuracy, cybersecurity issues, or IP
consecutive quarters in 2024 (e.g., customer & employee data, legal & leaks) in early 2025, up from 44% in 2024.
finance data, proprietary code)
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KEY Al RISKS & CHALLENGES IN AEC

5. Workforce Literacy Gaps

4. Regulation & Compliance Drift

PARSONS’ PERSPECTIVE
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1. Data Quality & Integrity
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2. Privacy & IP Leakage

3. Cyberattack Surface



Parsons Corporation

HERE’S WHAT WORKED

WHAT WE LEARNED FROM OUR JOURNEY

Hybrid
uild vs. Buy”
roach

Upskilling
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Privacy & Data Quality Workforce Cyberattack
IP Leakage & Integrity Literacy Gaps Surface

Use Case Pilots

Data Quality
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STRATEGIC APPROACHES & GOVERNANCE

KEY PILLARS FOR Al SUCCESS IN AEC
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Al Governance Balanced Technology Workforce Business
Committee & Policy Vetting & Robust Engagement Alignment
Vendor Partnership
(e.g., NIST Al Framework) (Training & Best Practices)




RISK MITIGATION
& NEXT STEPS
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Establish Al Governance Invest In Workforce Align Al Projects With
& Start Small Readiness Business Needs
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THANK YOU

Questions?

Ricardo Lorenzo
Chief Technology Officer
Parsons

ricardo.lorenz rsons.
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